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Goals

• What is PHSafe?

 
• Development workflow for deploying DP

– How does PHSafe work? 

– When does PHSafe work well? 

– Why does PHSafe work?
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What is PHSafe?

https://www2.census.gov/library/publications/decennial/2020/census-briefs/c2020br-12.pdf

https://www2.census.gov/library/publications/decennial/2020/census-briefs/c2020br-12.pdf


Tumult’s Methodology for Deploying Differential Privacy

Design Tune Deploy

What are the tabular 
summaries to release?

What are the privacy 
and accuracy 

requirements?

What is the 
algorithmic strategy?

What are the tunable 
parameters that affect 
privacy and accuracy?

Can we quantify the 
relationship between 

privacy and accuracy?

How do we choose the 
right parameters? 

Is the algorithm 
implemented 

correctly? Is it 
provably private? 

How do we 
communicate the 
privacy accuracy 

tradeoffs inherent in 
the implementation? 
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Outline

• Designing PHSafe 

• Tuning PHSafe

• Deploying PHSafe 
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Design: What are the tabular summaries?

PH1 Num
Average Household Size 

By Age

PH2
Household Type for the 

Population in 
Households

PH3
Household Type by 
Relationship for the 
Population Under 18 

Years

PH4
Population in Families 

by Age

PH5 Num
Average Family Size by 

Age

PH6
Family Type and Age for 
Own Children Under 18 

Years

PH7
Total Population in 

Occupied Housing Units 
by Tenure

PH8 Num
Average Household Size 

of Occupied Housing 
Units by Tenure

PH1 Denom
Average Household Size 

By Age

PH5 Denom
Average Family Size by 

Age

PH8 Denom
Average Household Size 

of Occupied Housing 
Units by Tenure
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Design: What are the privacy and accuracy requirements?

● Privacy: PHSafe must satisfy zero-concentrated differential privacy (zCDP).

● Accuracy: PHSafe’s noise infusion must be tunable to achieve desired 90% 
margins of error (MOE).
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Design: What is the algorithmic strategy?
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Joined Data

PersonID HouseholdID Relationship

Person 1 Household A Householder

Person 2 Household A Spouse

Person 3 Household A Biological Child

Person 4 Household A Biological Child

Person 5 Household A Biological Child

Person 1 Household B Householder

Person 2 Household B Unmarried 
Partner

HouseholdID Household 
Size

Household Type

Household A 5 Married Couple 
Family

Household B 2 Non Family

Household C 4 Single Parent 
Family
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Disclosure risks with Joined Data

PersonID HouseholdID Relationship

Person 1 Household A Householder

Person 3 Household B Biological Child

Person 3 Household A Biological Child

Person 4 Household A Biological Child

Person 5 Household A Biological Child

Person 1 Household B Householder

Person 2 Household B Unmarried 
Partner

HouseholdID Household 
Size

Household Type

Household A 4 Single Parent 
Family

Household B 3 Cohabiting 
Couple Family

Household C 4 Single Parent 
Family
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Disclosure risks with Joined Data

PersonID HouseholdID Relationship

Person 1 Household A Householder

Person 3 Household B Biological Child

Person 3 Household A Biological Child

Person 4 Household A Biological Child

Person 5 Household A Biological Child

Person 1 Household B Householder

Person 2 Household B Unmarried 
Partner

HouseholdID Household 
Size

Household Type

Household A 4 Single Parent 
Family

Household B 3 Cohabiting 
Couple Family

Household C 4 Single Parent 
Family
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Disclosure risks with Joined Data

Low influence scenario.
Max household size = 1 

MOE = 5, low disclosure risk

High influence scenario. 
Max household size = 15

MOE = 5, high disclosure risk

High influence scenario. 
Max household size = 15

MOE = 50, low disclosure risk
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Truncation

● Limits the number of 
people in households to not 
exceed a given threshold.

● Ignores out of universe

● Randomly selects  
in-universe records for 
removal as needed.
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Truncation

PH1 Num
Average Household Size 

By Age

𝛕 = 10

PH2
Household Type for the 

Population in 
Households

𝛕 = 10

PH3
Household Type by 
Relationship for the 
Population Under 18 

Years

𝛕 = 6

PH4
Population in Families 

by Age

𝛕 = 10

PH5 Num
Average Family Size by 

Age

PH6
Family Type and Age for 
Own Children Under 18 

Years

𝛕 = 6

PH7
Total Population in 

Occupied Housing Units 
by Tenure

𝛕 = 10

PH8 Num
Average Household Size 

of Occupied Housing 
Units by Tenure

Not directly computed  
by PHSafe

Directly computed by 
PHSafe
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Noise Infusion
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Noise infusion

𝜎2 = (2𝜏+2)2 / 𝜌

PH1_num Total Iteration 
H,I

Iterations 
A-G

Nation ??

State

PH2 Total

Nation ??

State
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Outline

• Designing PHSafe 

• Tuning PHSafe

• Deploying PHSafe 
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Tuning: What are the tunable parameters that affect privacy and accuracy?

● Privacy-loss budget 

● Truncation threshold

● 90% MOE

● Geography levels

● Race Iterations
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Tune: What is the relationship between privacy and accuracy?

 

90% MOE = 1.645𝜎
  

𝜌 = 1.6452(2𝜏+2)2 / MOE2

𝜏=10, MOE=200          𝜌 = 0 .0327

𝜎2 = (2𝜏+2)2 / 𝜌
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Tune: How do we choose the right parameters?
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Tune: Production Parameters for PHSafe
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Outline

• Designing PHSafe 

• Tuning PHSafe

• Deploying PHSafe 
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NIST strongly recommends using well-tested DP libraries
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Tumult 
Analytics

Intended for data scientists 

● DP expertise not required

● Python interface similar to 

pandas/spark

result = session.evaluate(
    query, 
    RhoZCDPBudget(0.2)
)

query = (
    QueryBuilder("my_data")
    .filter("age < 18")
    .groupby(states)
    .count()
)

session = Session.from_dataframe(
    dataframe=private_data,
    source_id="my_data",
    RhoZCDPBudget(1.5)
)

print(session.remaining_privacy_budget())
# prints RhoZCDPBudget(1.3)
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Tumult Core

Design adapted from OpenDP framework (Gaboardi, Hay, Vadhan ‘20)

Transformation

Measurement

A collection of composable components: 
transformations and measurements.

Combinators create new components from 
existing ones.

Chaining

Composition

… any many others!

Core enables creation 
of complex 

algorithms from 
building blocks

Everything carries 
an explicit, 
inspectable 

privacy guarantee 

Every DP computation in core 
comes with a proof of privacy
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Conclusion

• What is PHSafe? S-DHC’s privacy protection algorithm.

 
• Development workflow for deploying DP

– How does PHSafe work?..................................Algorithm designed by privacy experts

– When does PHSafe work well?......................Algorithm  tuned by subjected-matter experts

– Why does PHSafe work?..................................Algorithm  deployed on Tumult Analytics


