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Background
Promise of Tiered Data Access



Approach #1: restricting access



▪ Direct or restricted access

o Federal Statistical Research Data 
Centers

o NIH-supported data repositories

▪ User agreements

o Data Use Agreements (DUA)

o Non-Disclosure Agreements (NDA)

o Memorandum of Understanding 
(MOU)

Common access restrictions



Yes: In an idealized world, trusted researchers and 
policymakers could have direct access to the data.

Not everyone can:

▪ Eligibility requirements 
(e.g., must be a U.S. citizen).

▪ Lengthy clearance
(e.g., months or years).

▪ Limited access to secure enclaves
(e.g., hundreds of miles away).

Why not apply for full access to the data?
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Approach #2: querying statistics



How do we access confidential data?
User Interface
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Approach #3: publishing microdata



How do we access confidential data?
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What are ways to protect data?



What are ways to protect data? Suppression



What are ways to protect data? Generalization



What are ways to protect data? Top Coding



What are ways to protect data? Synthetic Data



User Interface Layer

Data
User

Data
User

Data
User

Privacy Layer

Analyses

Data Layer

Data
Curator

Privacy 
Expert

Context: 
park with a lake

Statistics:
people, color, grass, 
trees, water, sky

Analyses

Apply privacy-preserving 
methodologies

StatisticsResults



26

Urban Synthetic Data Applications

▪ Disaggregated synthetic human services 
data for Allegheny County

▪ Synthetic Nebraska state education and 
workforce data

▪ Synthetic courthouse data

▪ Synthetic Survey of Earned Doctorates

▪ Synthetic taxpayer data 

▪ REAL Incubator Fund demonstration of 
opt-in disclosure protection



Contact Me

@ClaireMKBowen

cbowen@urban.org

www.clairemckaybowen.com

/in/bowenclaire
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