
Safe Data Technologies Project



Project Funding & Collaborators



Project Goal

This body of work aims to safely expand access to 
confidential data that advances evidence-based 
policy making by creating new ways for 
researchers to use administrative data while 
protecting privacy.



Project Framework

Our work is at the intersection of data privacy and 
public policy. We are implementing practical 
privacy-preserving technologies and tools (e.g., 
synthetic data generation) and exploring the 
feasibility of state-of-the-art methodologies (e.g., 
formal privacy) to provide better data access.







Tiered Access for Administrative Tax Data
Our goal is to enable more researchers to safely access confidential tax data. 

I. Basic Access: Summary tables on the Statistics of Income Division website.

II. Public Use File (PUF): Researchers will have access to the synthetic PUF.

III. Validation Server Access: Researchers are trusted to access the validation 
server, where they submit statistical analyses that they have tested and 
debugged on the synthetic PUF. Researchers at this tier will have to 
undergo an application process.

IV. Full Access: Researchers who obtain clearance and therefore have access to 
the unaltered, confidential data, but will be still be limited on what 
information can be released.



Validation 
Server

Safe Data Technologies 
Project: Subteams

▪ Synthetic Data:

Generate several synthetic datasets

▪ Infrastructure:
Creating the infrastructure (front-
end, back-end, and middleware) of 
the validation server

▪ Defining Privacy: 
Testing and assessing various 
privacy-preserving methodologies
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